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Configure and manage Inetd, xinetd, and related se

Objective

Candidates should be able to configure which services are available through
Inetd, use tcpwrappers to allow or deny services on a host-by-host basis,
manually start, stop, and restart internet services, configure basic network

services including telnet and ftp. Set a service to run as another user
Instead of the default ini net d. conf .



Configure and manage inetd, xinetd, and related se

Key files, terms and utilities

[ etc/inetd. conf

[ etc/ hosts. al | ow
[ et c/ hosts. deny
[ et c/ services

[ et c/ xi netd. conf
[ etc/xinetd. | og



The internet “super-server”

A daemon which listens on many ports and fires off the appropriate
command to handle incoming requests

Controlled through / et ¢/ 1 net d. conf

xinetd is an enhanced replacement



Inetd.conf

Fields are:

service_name sock_type proto flags user server_path args

# UW I MAP server

| map2 stream tcp
I mp3 stream tcp
| maps sStream tcp

# Eximnmil server
sntp stream tcp

nowai t
nowai t
nowai t

nowai t

r oot
r oot
r oot

mai |

/usr/sbin/tcpd
/usr/sbin/tcpd
[ usr/sbin/tcpd

[ usr/sbin/exim

[ usr/ sbin/i mapd
[ usr/ sbin/i mapd
[ usr/sbin/imapd

exi m -bs



Inetd.conf — Internal services

Built-in services (often disabled)

echo
echo
char gen
char gen
di scard
di scard
dayti ne
dayti ne
tine
tine

st ream
dgram
stream
dgram
stream
dgram
stream
dgram
st ream
dgram

tcp
udp
tcp
udp
tcp
udp
tcp
udp
tcp
udp

nowal t
wai t
nowai t
wai t
nowai t
wai t
nowai t
wai t
nowail t
wai t

r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot
r oot

| nt er nal
| nt er nal
| nt er nal
| nt er nal
| nt er nal
| nt er nal
| nt er nal
| nt er nal
| nt er nal
| nt er nal



hosts.allow / hosts.deny

“TCP Wrappers” aka tcpd

Manpage is host s_access(5)

# [etc/hosts. al |l ow

sshd: ALL

| mapd: 10.0.6. 19

ALL: 10. 0. 128. 96/ 255. 255. 255. 224

# /etc/ hosts. deny
#ALL: PARANA D
ALL: ALL



service sntp

{

socket type
pr ot ocol
wai t

user

server
server _args

Same idea—Iludicrous number of options

st ream

tcp

no

mai |

[ usr/ sbi n/ exim
- bs



